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What is SDN? » JSEFHHRAH 4 1 2 48 o ]

SDM is a disruptive technology that is making networks programmable by ordinary programmers. o SDNAEZ8IE 4738 B = 75 AT LLIE L S 1) 2 iR AR R BN IR 45 5%
using ordinary software running on ordinary operating systems in ordinary servers. With SDN, the PN : - [ pon
introduction of new features becomes less manual, less prone to error, and faster to implement. SE I PEAT A, R M BN D) AR oAb 488 T AR
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SDMN's key attributes include: separation of data and control planes; a uniform vendor-agnostic

: ﬁi‘FK 1#@4?&%@%’%{/'5 /% éﬁ*u %@ﬁrflﬁ /% é}EJ:Xj‘ IW ég interface called OpenFlow between control and data planes; a logically centralized control plane that

offers a consistent, system-wide programming interface to users and operators; and slicing and

1
] i&ffﬁlgﬁi %:Eﬂ virtualization of the underlying network. The logically centralized contral plane is realized using a
; E network operating system that constructs and presents a logical map of the entire network to
. SDN,{% E‘"I )\;}Eﬁl—i] ﬁéﬁ?%%//b?]:gaﬁ\ E//b%ﬁ:.‘l}%\ services or control applications implemented on top of it. With SDN, a network eperater or third party
] can introduce a new service or customize network behavior by writing a simple software program
55 that manipulates the logical map of a slice of the network. The rest is taken care of by the network
ARSI

operating system.
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e IRTF SDNRG Charter 2013.1.14
« http://irtf.org/sdnrg
+ SDN promises to provide a multi-layer platform which encompasses
programability not only at the forwarding and control planes, but also at the
transport layers below and orchestration and services layers above the data
and control planes.

Early SDN models focused primarily on moving the control plane out of the
network elements into “controllers™ on the theory that the switching
elements could remain simple, general-purpose, and cost-effective while at
the same time allowing the control plane to rapidly evolve. A number of
recent SDN models, on the other hand, include approaches in which control
and data plane programability works in concert with existing and future
distributed control planes.
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¢ ACM SIGCOMM HotSDN Workshop 2013.8.16
« Software Defined Networking (SDN) refactors the relationship between
network devices and the software that controls them. Opening up the
interfaces to programming network hardware enables more flexible and
predictable network control, and makes it easier to extend the network with
new functionality.

* Many important research challenges remain:

How do we design switches and programming interfaces that offer greater flexibility
without compromising performance?

How do we design software platforms for managing software defined networks?

How do we design new applications that capitalize on the programmability of the network?
How do we lower the barrier to creating, testing, and evaluating new applications?

How do we transition existing networks?
How can a software defined network interoperate with existing protocols and devices?
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« Metadata are data about data (who has produced them, when, what format
the data are in and so on)

* Meta-language is a sort of language for describing another language

« SDN is a meta-architecture which is an architecture about architecture to
describe or support another architecture
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<+ Extensibility WG

< Config & Management WG
“Testing & Interop WG
*ARCH & Framework WG & NBI WG
«Forwarding Abstractions WG
< Migration WG

“Wireless & Mobility WG

< Optical Transport WG

< Market Education WG

< Security DG
+—fMiXMember’s Work Days
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« OpenFlow 1.0.0  2009.12.31

= B EEHFIE: 125t4Amatch (in_port + L2, L3, L4)+ 32 Action (forward,
modify header, send to controller), %% FIIGMEHSLI
= OpenFlow 1.0.1 2012.6.7 OpenFlow 1.0.2 it20134% 118

< OpenFlow 1.1.0  2011.02.28

- REBMHE ZRFRKkE  (50FLOFEEHRS)
< OpenFlow 1.2 20114F128

= R EEHHE: OXMREMS (EFOF1.1)

% OpenFlow 1.3.0 2012.06.25 (&FOF1.2f11.1)
= Stable target for hardware vendors /long term support ONF
Extensions for 1.3.X : new features (EAthRAFHINEEFBN)
= OpenFlow 1.3.1  2012.09.06 OpenFlow 1.3.2  2013.04.25
= OpenFlow 1.3.3 Fiit20134108 OpenFlow 1.3.4 201444
< OpenFlow 1.4.0 2013.08.14 OpenFlow 1.4.18%
< OpenFlow 1.5.0 20144Eth-iE  incremental improvement

ONF Members (China) as of August 22, 2013 [i'u JNE 3 i

* 6Wind « Extreme Networks LSl « Samsung

* A10 Networks « F5/ LineRate Systems « Luxoft + SK Telecom

* Active Broadband « Facebook « Marvell « Spirent

« ADVA Optical « Fiberhome Technologies + MediaTek « Sunbay AG

* Alcatel-Lucent/Nuage « Freescale Semi « Mellanox + Swisscom

« Alibaba « Fujitsu  Metaswitch Networks ~ « Tail-f Systems
« Avricent Group « Gigamon * Microsoft * Tallac

* Arista « Goldman Sachs * Midokura + Tekelec

« Beijing Internet Inst. « Google * NCL Comms K.K. + Telecom lItalia
« Big Switch Networks « Hitachi * NEC + Telefonica

* Broadcom * HP « Netgear + Tellabs

« Brocade + Huawei * Netronome * Tencent

« Centec Networks « IBM + Netscout Systems + Texas Instruments

« Ceragon « Infinera + Nokia Siemens Netw. + Thales
« China Mobile « Infoblox/FlowForwarding ~ * NoviFlow * Tilera

« Ciena « Intel « NTT Communications  + TorreyPoint

« Cisco « Inst. for Info. Industry * Optelian « Transmode

« Citrix « Intune Networks * Oracle * Turk Telecom/Argela
* CohesiveFT « IP Infusion * Orange « TW Telecom

« Colt « Ixia « Overture Networks + Vello Systems
« Coriant « Juniper Networks « Pica8 * Verisign

« Corsa Technology « KDDI * Plexxi * Verizon

« Cyan « Kemp Technologies « Procera Networks * Virtela

« Dell/Force10 * Korea Telecom * Qosmos * VMware/Nicira
« Deutsche Telekom + L-3 Comms-East * Rackspace * Xpliant

« Ericsson « Lancope * Radware « Yahoo!

« ETRI « Level3 Comms « Riverbed Technology + ZTE
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.. SDN market projection - from ONF a . F i
HOW BIG IS THE SDN MARKET?

$35 BILLION
BY 2018
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Ethane: Taking Control of the Enterprise, SIGCOMMO07
OpenFlow: Enabling Innovation in Campus Networks,
CCRO08

The Future of Networking, and the Past of Protocols, Scott
Shenker’s PPT at ONS11

Software-Defined Internet Architecture: Decoupling
Architecture from Infrastructure, HotNet12
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= Onix: A Distributed Control Platform for Large-scale
Production Networks, OSDI10

= Scalable Flow-based Networking with DIFANE,
SIGCOMM10

= DevoFlow: Scaling Flow Management for High-performance
Networks, SIGCOMM11

<G EBEFEAET
= Forwarding Metamorphosis: Fast Programmable Match-
Action Processing in Hardware for SDN, SIGCOMM13
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= Abstractions for Network Update, SIGCOMM12 (Frenetic)
= Composing Software-Defined Networks, NSDI13
= Maple: Simplifying SDN Programming Using Algorithmic
Policies, SIGCOMM13

= Participatory Networking: An API for Application Control of
SDNs, SIGCOMM13

b: SDNEYZE AR 53t /&
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= A NICE Way to Test OpenFlow Applications, NSD112
A SOFT Way for OpenFlow Interoperability Testing,
CoNEXT12
Veriflow: Verifying Network-Wide Invariants in Real Time,
Ahmed Khurshid, NSDI113
Software Defined Traffic Measurement with OpenSketch,
NSDI 13
StEERING: A Software-Defined Networking for Inline
Service Chaining, ICNP2013
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= Can the Production Network Be the Testbed?, OSDI10
& WL L 2R N A
= FRESCO: Modular Composable Security Services for Software-
Defined Networks, NDSS13
% MiddleBox#9 Rz F
= SIMPLE-fying Middlebox Policy Enforcement Using SDN,
SIGCOMM13
<+ FABWANKIRLF

= B4: Experience with a Globally-Deployed Software Defined
WAN, SIGCOMM13

= Achieving High Utilization with Software-Driven WAN,
SIGCOMM13
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= Hedera: Dynamic Flow Scheduling for Data Center Networks,
NSDI10

ElasticTree: Saving Energy in Data Center Networks, NSDI10

ServerSwitch: A Programmable and High Performance Platform
for Data Center Networks, NSDI11

zUpdate: Updating Data Center Networks with Zero Los,
SIGCOMM13

ElasticSwitch: Practical Work-Conserving Bandwidth Guarantees
for Cloud Computing, SIGCOMM13
RE b0 8

<+ OpenSession: SDN-based Cross-layer Multi-stream Management
Protocol for 3D Teleimmersion, ICNP2013
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9. CONCLUSIONS

This paper presents the motivation, design, and evaluation of By,

j software Defined WAN for our data center to data cente " [y S o (]

ivity, We present our approach to separating the networkg 7

plane from the data plane to enable rapid deployment of 5

work control services, Our first such service, centralized 12

ineering allocates bandwidth among competing services® 25

ppplication priority, dynamically shifting communication 0

hind prevailing failure conditions. i B

Our Software Defined WAN has been in production for three

years, now serves more traffic Vh.mnurrulilu L\um. WAN, nnd has

b higher growth rate. By has b: -

pffective WAN bandwidth, [running many I|||k~ at near 100% utiliza

ion for extended periods. ATthe same time, SDN is not a cure-all.

iased on our experience, bottlenecks in bridging protocol packets

from the control plane to the data plane and overheads in hardware g
are important areas for future work.

Figure 1: B4 worldwide deployment (2011).
Figure 2: By architecture overview,

NE’\JEFF]: Microsof't Private WAN

1

2 3 4
Time [minutes]
SWAN achieves nEan\llﬂll throughput.|

Data Center Data Center ©

T3 B Flow ID [in the incressing order of flow demand]
e ) :

8ozl ]
) d01 MPLS TE
Server Borderrouter  WAN-facing switch g SN =
() 2

Complementary Flow

Relative ermor [toughput vs. mas-min fair rate]

(a)
Figure 8: Our testbed. (a) Partial view of the equip- Figure 13: SWAN is fairer than MPLS TE.
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“ InSAVO: Intra-AS IPv6 Source Address Validation Solution with OpenRouter
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« Tsinghua-Stanford University T-20105E4Z 0} 7 &1 HL
» OpenFlow Extension for IPv6, SAV, etc.
» Reference implementation, deployment
« Academic visiting and joint training students
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% SDN Research @ Tsinghua

twork Architecture

bg Joint SDN Research

ghua-Stanford University (Since 2010)

* OpenFlow Extension for IPv6, SAV, etc. «+ FINE: Future network INnovation Environment

* Theoretical model
* OpenFlow Extension

* OpenFlow+: OpenFlow extension for new forwarding abstract;
protocol independent (IPv6, etc.) and network status awareness
* New Forwarding Abstractions for stateful data plan

« Reference implementation, deployment

« Academic visiting and joint training students
CERNET-INTERNET2 (Since 2012)

— Inter-domain SDN (to demo in Sep. 2013)
Tsinghua-Huawei (Since 2011)

« OpenFlow for IPv6 and IPv6/IPv4 translation

West-east interfaces/ Data Center & @ < Dataplan/New Device (collaborating with domestic
P vendors

+ Tsinghua-ZTE (Since 2011) pey ) :

« FlowTable salability and performance evaluation ] * OpenRouter: OpenFlow+ upgradion based on a legacy router

TTANFRED BRTRIRLTY . 3 .

« Tsinghua-HP (Since 2011) Virtual Forwarding Plan

« Scalable distributed control in open networking * Controller
¢ Tsinghua-DCN (Since 2011) — + Scalability of Controller/Distributed Controller (performance/failure)

« OpenRouter: OpenFlow+ upgradion for legacy route * WEBridge: West-East Bridge

TR 50N Research @ Tsimonus WG FINCRE A

« Testing < ER 863" MH: KREMEFRLEHMEIFIIE (FINE)
« OpenFlow Switch conformance testing o FESHEALL:
* OpenFlow Controller performance testing CORERE (E)  PRESTER. . REAE. LRAE

* Applications - TSRk, MIREEA. EBRASHIIREMSL, £X
+ IPV6 Intra-AS Source Address Validation (SAV) S, NGRS, SHESMARETE, FGTRER. BEHR
* Inter-domain/Intra-domianTraffic Engineering + Fast Reroute f2, BEES, Bs6lff, hEBIMREZRERETS
- Data Center o V.
« IPv6/IPv4 translation ’ WEEX
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« OpenRouters, NetFPGA cards, OpenFlow switches (Huawei, H3C, DigitalChina, RIS S AR B TR X E R PR LEAR SRR O
Dell), and software OpenFlow switches RiEi
+ Floodiight, NOX, Ryu, SOX, TUNOS, ONOS i, it FSEIR BEAR RIS R REMCIFTROIREE, 3I3ERRN
« Building a large-scale SDN network — for “863” FINE project BEOEARNT AR EEASEENEY
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FINE Project Architecture
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Tsinghua University

Internet2 Blogs

Inter-Domain, Software-Defined Networking Testbed and
Application Demonstrated By Chinese and Amaerican Notwork
Engineers
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Saftiware-defined netwarking techrology now sealable ot o global level

Internet2 CTO
ware-defined networking (SDN} i a promising techrigue to decouple the control
twocks from the job of moving data across networks, to date Erpilementations of this
technology have been defined otily within u single domain This poaeering desonutration
shoneed that i & pow possible b integrate the benefes of SDX into a maati-doenain
: iogly global scientific colishorat
Futre Interoet Working Groug. The pew e west boued inteefics s mecbanism_
named “WE- Bridge (West- Exst Bridge] was ariginally proposed by Jom Bi and Pinggig
Lim ot Thinghus Usiversity, and the software was implemmented by the Future Internet audd
Innavation Emvironment project supparted by the China “863" bigh-tech RAD program

The demesnstration that autonomous Openflow damuing can negotiste their
imterronnection will be important & our member institutions wish to conpect their
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